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Cameo Communications, Inc., Subsidiaries, and Cameo Affiliated Companies

Business Continuity Management Checklist § ¥ # ¥ ¢ 2 4% 4

When unexpected or even catastrophic events occur, businesses must protect their employees and continue critical operations that support their
communities. To protect your business, planning is essential. As a business leader, you understand the strategic importance of a solid continuity
plan. That's why Business Continuity Planning focuses multiple aspects of your business, making sure you can recover the technology and
processes required to operate after an unforeseen failure in normal operations. To help in your preparedness efforts, Cameo Communications,
Inc., include subsidiaries companies and affiliated companies (that are so called Cameo) developed the following checklist. The checklist identifies
important, specific activities that businesses suppliers and subcontractors that doing business of suppliers, subcontractors and service companies
can do now to prepare for an event.
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Do you have a business continuity plan (BCP)?

N EE R B O | o | o O

If yes, have you tested your plan within the last 12
2|months? L] L] [l [l
EH, NETEEER 12 {8 H N AGEREE ] ?

Does your BCP contain triggers or examples of when to
3|activate your plan? [] [] ] ]
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Key Questions
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Do you regularly review your plan?
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Are your staff trained in activating your plan?
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Is there board/owner/senior partner commitment to
Business Continuity Planning?

EHREGELERCB NEGEFHE S B TE?

Is there an identified BC lead in your organization?
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Is the plan documented clearly and easily accessible to all
staff who will be involved in an activation?
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Does the BC plan contain a list of employees’ telephone
numbers?
Frég ey E A B THYERLSRNE?
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Does the BC plan contain a list of all key contacts'
telephone numbers?

Rr@ =0 8] A EE RS ARYEEE?
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Are you and your staff familiar with the location of mains
switches and valves (ie for electricity, gas and water)?
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Have you checked that all plumbing is in working order?
NEGEEATE /K E B EIEFEIRE?
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Have you checked that all chemical plumbing is in working
order?
A FEEHIREERTANEE - RIAARNLEE GEEIETIR
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Do you regularly check that the heating and air
conditioning is working on a regular basis?
N E TE H AR A AR RN 22 5 S A E I i MR ?

15

Do you have BC plan contain strike, riots, war, hacking and
virus attack?
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Business recovery plan
G FETE]

17

List of employees with contact details
B THRE5

18

Details of IT providers
IT (e R HYSFAHEE

19

Contact details for clients and suppliers
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Building site
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Spare keys
1 Pt

22

Computer prepared for back up tapes/discs

BRI A 2 e (A T AT AIRERR
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First aid kit or AED (Automated External Defibrillators)
SRE B E BRI N E R L
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Stationery
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Torch, headlight with spare batteries
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Tape
S

27

Mobile telephones and chargers

(TN E s
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Dust, N95 and toxic fume masks
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29

Disposable cameras
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Do you have fire, earthquake, flood, bomb evacuation
procedures for your building(s)?
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31

Do you have chemical and radioactive materials dumping
or leakage vacation procedures for your building?

BRI EEYE N R SRR ?
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Do you have energy, power and utility interrupt risk
assessment?

O RETR T B b S5 ?
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Are the fire exits clearly marked?

SR A i YA R ?
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Do you regularly practice fire drills?
HEE HGOHYEE?
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Do you have a primary and secondary evacuation points?

A EBREHHECES?

36

Do you have a emergency response plan to your building?

ERYIA RS e E?
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Does your building(s) require 24 hour 7 days access?
HERYEE 24 /NG T FHEA?
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Do you have fire safety procedures in place?

e E I T A RN 2 e P ?
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Do you have generator backup systems in place? Power
outage or restriction on electricity use

PR E A RS B S ? (EEERE
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Do you have plan to find water supply souce when a large
area without water?

N EHFEEREBE KRR EDKIRE?
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Do you have a emergency plan to communicable disease/
contagious disease, SARS and each Influenza?
NFEIEFHEHEZYR - SARS ~ BFUR RS AR A BRAUE
SR ?
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Do you have an alternative building to use in an
emergency?

RS A SRRV A R




Personnel
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Do you have an up to date and regularly reviewed job
description and hierarchy chart for your company? (include
temporary and contract workers)
INEVE—EEETHY  WE BT TAE NS MIsHE%E 7 (EiEEE
I TAIE4YT)
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Do you have staff personal information on file i.e.
communication with next of kin (include temporary and
contract workers)

BETHETHANGENE, BFlaa iy s (F iR
TAIELT)
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Do you and your staff know what to do in an incident?

B THIE A SR & E?
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Do you know where to go for advice/information? %1i& 7

A A S A SR AR ?

47

Does your staff know who is in charge in the time of a
crisis?

B TRIEARSHREEEE T A?

48

Has your staff been given specific roles to do in the event
of a crisis?

RSB B TRHEWNE THIAE?
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Have you thought about dealing with people issues —
relocation arrangements, etc.
W REAE R PR A R - B 2 S
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Do you have members of staff with first aid or medical
training?

TAEANBF RSB 6k ?
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Do you have any staff trained in evacuation?

B T2 BRI R?

52

Do you have any particular staff with critical and unique

skills? B T A E(TH 5 EZ N AR HIHRE?

Security
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55

Is there a security system installed?
HEL LR ZE?

Do you have a security policy?

HLEEBUR?

55

Do you give any advice or training on security?

fEZe e A SEATE ISR
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Do you check references fully?
HE L7 elaE s E?

57

Are contractors checked fully (i.e. company as well as
each individual)?

SRR RATEREENE—EAN)?

58

Do you regularly check the integrity of external fences and
doors?

A E RS NEREAIP IR 5 E M 2
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Do you carry out end of day inspections? l.e. to check
everybody has left
HHEST T —RERAVKE ? BtaE i a(E & T 4 BERH
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Do you make sure that all appliances are switched off?

B THEPRFTH BEesac Al BE s ?
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Do you check that all doors and windows are locked?

B TReEfrAFIEEl a2
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Do you make sure that you have a clear desk policy?
B THEE R FZ 3 A R BUR?

63

Do you copy/backup your information?
B THEBIFEER ?

Do you store your paper documents in reinforced

64|containers?
Paper and AR bR ez 2
Electronic Have these plans been reviewed within the last 12
Documents | ®lmonths? izt #IEE EXH 12 (B PbaTE?
AEE T : ,
Do you have copies of your files and accounts at a
f 66|separate location?
& A IR P BV EIASE 7 B A B RERT 2
Is someone responsible for the upkeep of your files and
67|accounts?
AEFE MR EH4EE N 82
68 Do you have someone accountable for the assets of your
company? HE TETAFREZE?
Company
_ Do you have controls over the movements of your
saupment 9 company equipment? /I B EHI?
NCIECar
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Have you completed a recent inventory of your company
equipment? AE|ERATA SERGE R ?
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Are your IT systems critical to the running of your
business?

IT 28 A IS E S EEAY?

72

Do you have a tested IT disaster recovery plan?
NEEMEGE 1T SERIETE?
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Is your computer anti-virus software up to date?

N E] BRGSO R BT
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Are the level of information security incidents distinguished
into five degree? 0, 1, 2, 3, 4 grades
NEENZEEF T 5 HER?

75

Are computer errors and logs adequately monitored?
N FE| B SRR IR 8 A SR HY B
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Are documented IT security policies and procedures in
place?
HEEN T Z2BRAE R SH?

77

Are all computer users fully aware of e-mail and internet
usage policies?

=S FTAMNET S Al AE Y B B AR A B R AL
R
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Do you know how many platforms/servers/applications or
operating systems support critical business functions?
REIER %/ 0P el ks e e SR (E 8 SR s &2
FELIRE ?

79

Is your company system part of a larger network?
ANEIT ZH SRR ?
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11. Do you have vital computer information stored on
off-site Backup or Remote back up disks or tape?
BRI BT R (7 B (A PR A AR P 51 B¢
b ?

Do you know how long it would take to recover IT
functions? AEIRIE IT THREFRZ % AHFHE?

Do your key suppliers have a business continuity plan?

82|Second source
Suppliers AN E| FEAER A S SR EE T E? AsE e
HEERS Do your key suppliers have a business continuity plan for
83 material shortage? e.g. rare earth and minerals' sources
N E FEEER A TR 2 E R AT E? a0 TAIEEY At
JEAIA
Do you have the correct contact details for all your
84|customers?
F A E% FE A AR RRaE 5202
Do you have any key customers who you will need to be in
85|constant contact with during a crisis?
A (A BB I AR e AR 7 AT s
Customers Would it affect your business if one of your key customers
9= 86|went out of business?

WRAFEEEFZ RGN EE?

87

Do your customers require that you have a BCP?
B PHRE N e T E] BCP?

88

Do your customers have a BCP?
NEF PR E#ER R E] BCP?




Have you thought about the types of risk that might occur
due to the actions/operations of other businesses near to
89|you? l.e. sewage works and risk of pollution [] [] L] L]
N FEIERATREET AT AR AR S E A SR RS It/ (F e e

Location " — — .
ANEIE BRI B15 /K B PR R 5 4 B e
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Have you thought about the types of risk associated with
environment? Eg. Water, climate, forestry etc.

0 m s s R AR Bk, aeike| O | 2 | 5| U
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Do you have sufficient insurance to pay for disruption to
business, cost of repairs, hiring temporary employees,
91 leasing temporary accommodation and equipment. ] ] [ [
NERER AR - DU SEB e - BHEN - BH
Insurance ES= WA= LRI R GG

Prba

Do you have your insurance company's details in order to
92 contact them immediately at the time of the incident? = = ] ]
A FEIEER PR A E RS S AR B e B L 2 B

SEfA?

#4412 & Z Authorized signature:
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The undersigned hereby certifies that be the authorized representative of the company with whole power to execute this BCM and return to Cameo within 10
working days of receipt by tick [ ] or give additional remarks.

= ¥ % #(Company Name):

g A E%‘ifﬁ'_(Authorized Representative Job Title) :

& 7 (Signature):







